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The Challenge

• Phishing attempts to capture valuable personal or 
financial information

• Billions of phishing emails are sent out daily

• Tactics are getting more sophisticated



BIG Difference BC 2023

How Scammers 
Exploit our Human 
Tendencies

• Mimicry

• Authority

• Emotions

• Urgency

• Social norms
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The Context

• Digital security is a priority for organizations as cybercrime 
becomes more common

• Phishing attacks can result in losses to data, funds, and trust and 
can also impact individuals

• There are layers of defence, however employees remain the 
strongest defence to protect information and assets

• Training grounded in behavioural science may enable employees 
to better recognize phishing 

• Objectives were to raise awareness, increase accurate 
identification, and decrease the rate of interaction with phishing 
emails
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Purpose and Research Questions

Does behaviourally informed training reduce the likelihood that an 

employee interacts with a simulated phishing email?

Is email-based training acceptable among employees?
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Methods
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The Intervention: Email-Based Training

Condition A

Behaviourally informed 
training email

Condition B

Behaviourally informed training 

email with gamified quiz
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Behaviourally 
Informed Elements

Influential Messenger: A 
trusted messenger is 
used.

Chunking: Information is 
broken into manageable 
and digestible parts.

Simplification: Key 
takeaways are easy to 
understand.

Salience: The desired 
action to complete is clear 
and visible.

Reciprocity: Employees 
are encouraged to help in 
return.

Counterstrategies: 
Provided tactics are 
designed to support 
phishing identification 
through slowing down, 
allocating cognitive 
resources, and knowing 
how to respond in a 
potentially emotional 
situation.
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Gamified Quiz

• Rewards practicing skills and experiential learning

• Points and badges

• Immediate feedback

• Fosters motivation, engagement, enjoyment
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No training email 

(n = 11,079)

Sample Random assignment Simulated phishing 
email

Key outcome 
measures

Trial Design

BCPS Employees

(n = 33,165)

Training email

(n = 11,005)

Training email  

+ gamified quiz

(n = 11,081)

Link A

Link B

Link C

Frequency of clicks 

(primary measure)

Satisfaction + acceptability

(secondary measure)
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Results
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Intervention Impact on Simulated Phish Click Rate

• The training email was effective 
compared to control

• 8.4% vs. 9.4% click rate

• Z = -2.65, *p = 0.024

• Odds-ratio [95% CI]: 0.88 [0.79, 0.99]

• The training email with gamified 
quiz was not effective compared 
to control

• 9.3% vs. 9.4% click rate

• Z = -0.35, p = 0.726

• Odds-ratio [95% CI]: 0.98 [0.88, 1.10]

*
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Are These Results Meaningful?

Reduction in the number of clicks

• Training email with no quiz resulted in 119 
fewer clicks (11.4% reduction) compared to 
control

Fewer employees interacting with phishing

• Email with no quiz would represent 332 
fewer clicks across the BC Public Service 
(practical significance)
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Intervention Satisfaction and Acceptability

Well-received + promising

• Over 90% of respondents in both conditions 
reported feeling better equipped to identify 
suspicious emails after receiving the training.

Positive + constructive feedback

• Feedback was largely positive with some 
suggestions for improvement and 
recommendations for additional training.

Differences in read rates

• Very few (1%) reported not reading the email 
with no quiz as compared to 14% who did not 
read the email with gamified quiz.
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Training email with gamified quiz

Training email
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Discussion
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Conclusions

• The training email with no quiz was effective

• Improved employees’ ability to identify possible 
threats and may reduce phishing interaction in 
the near-term

• Intervention satisfaction was high

• Support for implementation of email-based 
training

• Findings can inform future anti-phishing efforts
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Interesting Findings

• The optional gamified quiz activity was not effective

• Hesitancy around clicking the link

• Recipients may be busy

• Game-based learning might perform better in a different context

• More sophisticated gamification may be necessary

• Differences in read rates

• Placement of quiz link likely contributed to this pattern

• Plausible participants did not receive key info and tactics
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Future Directions

• Intervention exposure

• Duration of the effects

• Optimal frequency of training

• Protection against phishing of varying difficulty

• Additional strategies to combat phishing
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Thank You!
Contact: Stina Grant – stina.grant@gov.bc.ca

mailto:stina.grant@gov.bc.ca
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